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Disclaimer
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The views and opinions expressed in this presentation are
solely those of the author. References to activities carried
out with the Ministry of Digital Affairs, the Centre of
Information Technology (COIl), and qualified trust service
providers are provided for illustrative purposes only and
do not constitute statements, commitments or official
positions of any of these entities.
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Electronic signature in Poland

» “Trusted Signature” is server-based, a simple electronic signature
available with ID means, and widely accepted in all public services

» Bank ID means
» Trusted Profile ID means

» mObywatel ID profile

» Qualified signatures used by businesses (5 QTSPs), and widely
accepted

® |D card signature (non-qualified) is used very rarely

» Wide use of a non-electronic signature form of electronic contract
acceptance (acceptance by click)
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MARTA
Imig (imiona)

KOWALSKA
Nazwisko

POLSKIE
Obywatelstwo

14.07.1991

Data urodzenia

91071427765
Numer PESEL

@ Dokument wazny

o

Potwierdz Dane dowodu
swoje dane osobistego

Seria i numer

MAAA 80112

@

Zastrzez
PESEL

Kopiuj




Sign with the wallet

naze TP .-
Q Services

Citizen Services

Settle the matter

» European Digital Identity Wallets shall
offer all natural persons the abillity to
sign by means of qualified electronic
signatures by default and free of
Charge. Article 5a (59)

Your official cases

Sign a document

Collecting your ID card

ZUS e-appointment

& Elections

Driver and vehicles

£ mStiuczka

» free-of-charge by natural persons
IS limited to non-professional purposes
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Free signature understanding

Free Qualified Ifitis fo.r free how
i i to finance
Signature - who will i tion?
pay for it? innovation: Gratis
Kill the QES market Free
by the free GOV Darmowy
What is QSignature?
non-professional
? )
use: Gratis

Gratuit

How to charge

professional use? Ingyenes
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Alternative

» NATIONAL QUALIFIED CA
» Offer QC for free to every citizen and process

» Use tax money to kill the QTSP market

» BUILD SMART MODEL WITH QTSPs
» Offer QC for free to some transactions
» Make business processes to pay for their use

» Get tax from QTSP income
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GET A FREE
QUALIFIED
SIGNATURE
OFFERED BY THE
GOVERNMENT

PAY TO BUSINESS
FOR THE SAME
SIGNATURE




Precondition

» The wallet user is never charged on -, -

{ Wréé Dostawca podpisu

» Use-cases Wybierz dostawce podpisu

kwalifikowanego

» Sign your own PDF — gratis @ 7 SimplySign

Cencert SimplySign
Enigma Asseco Data Systems

® Sign on request of the business process — paid by the business

SURGWICSIT  XPWPW|SIGILLUM

® Sing on request of public administration — paid by public service

EuroCert SIGILLUM
doPodpisu PWPW

mSzofir

mSzafir

» Start with the PILOT:
5 Polish QTSPs to deliver QES in mObywatel in Q4 2025

P,
as OBSERWATORIUM .BIZ



Pilot

co N =

{ Wroé Podpis kwalifikowany

® Remote signature on the fly

» Short-term qualified certificate B

Uzyj podpisu, ktory
jest tak samo wazny

jak odreczny
» Signature Creation Application provided by each QTSP (QTSP-centric) Pk e Rl ey D2tee

podpisywac bezptatnie dokumenty w
formacie PDF, o rozmiarze do 5 MB.

» Signatory ldentification — high-level confidence with the wallet

® Only a PDF signature

5 Liczba bezptatnych podpisdw, ktére
mozesz wykorzystac w tym miesigcu

» 5 signatures a month (counted by mObywatel) cowartovidzit?

Podpisz dokument
e

» Live launch — October 2025
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Identity - high level of confidence

» A wallet is substantial level national electronic identity means

» ID card — single-factor cryptographic device (proof of presence)
» ID card signs data to be presented without PIN

® ID card is NFC-enabled

» |dentification data in the ID card
and mObywatel are the same

® First name ( nam e5) Rzeczpospolita Polska  Resubic of Poiand

Dowad 0sobisty identity card f—
g NAZWISKO/ SURNAME - o

KOWALSKI '
» Surname o onmes -

JAN -

POLSKIE | 02011088
" P ES E L 22C108201 M £

TERMIN WAZNOSC!/ EXPIRY DATE

02.08.2031 e

PODPIS/ SIGNATURE e &

e 123456
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¢ Back validating the document

The data you
are confirming

i The mObywatel profile

The entity you are providing the
data to

Wezet Krajowy - login.gov.pl

The data you are sharing

« First name (Names)
« Surname

« PESEL




Identity - high level of confidence

» Combining the same time presentation from the wallet
and proof of presence provides a high level of confidence

» mObywatel ID < - ID Card
(the same time, the same process)

» |ID Proof document signed by both means

Gotowy do
skanowania

Przyt6z dowdd osobisty do gérnej
czesci telefonu i przytrzymaj.

ID Proof transaction data

| mObywatel digital signature + cert , DATA @
r 2 MATCH

Anuluj

ID document digital signature + cert
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Signature acceptance

» Additional push acceptance in the already opened session
(new wallet feature)

24.04.2025, 14:33:114

Potwierdz podpis w aplikacji

’ T& C a Cce pta n Ce Wit h TS P Podpiszesz dokument podpisem

kwalifikowanym.

Nazwa pliku: Nazwa_pliku.pdf

® Final signature activation as a part of the signature activation _
p roto CO I Czas na potwierdzenie: 42 sek.

Lorem ipsum dolor sit amet, consectetur adipiscing elit,
sed do eiusmod tempor incididunt ut labore et dolore
magna aliqua. Ut enim ad minim veniam, quis nostrud
exercitation ullamco laboris nisi ut aliquip ex ea
commodo consequat. Duis aute irure dolor in
reprehenderit in voluptate velit esse cillum dolore eu
fugiat nulla pariatur. Excepteur sint occaecat

cupidatat non proident, sunt in culpa qui officia deserunt

mollit anim id est laborum.
SIGN

< Odrzué >
A
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Wrap-Up
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» 195 QTSPs provide a Qualified Signature now

» A qualified signature for a natural (private) person shall be
free of charge

» The business should pay for business-driven signatures

» Private-public dialog enables the market in the process of
wallet development
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